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Shameless	
  Plug	
  

• Co-­‐Founder	
  of	
  Ra	
  Security	
  Systems,	
  Inc.	
  
• Managed	
  Security	
  Services	
  and	
  Security	
  
Assessments	
  

• Buy	
  my	
  book:	
  Gray	
  Hat	
  Hacking	
  3rd	
  ed.	
  

• See	
  me	
  in	
  a	
  movie:	
  Code	
  2600	
  

• “Google”	
  me	
  or	
  grab	
  a	
  brochure	
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What	
  We’ll	
  Cover	
  

• Risks	
  associated	
  with	
  mobile	
  devices	
  

• Threat	
  Trends	
  and	
  Projec,ons	
  
• What	
  you	
  can	
  do	
  to	
  Cover	
  Your	
  Assets	
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Contemporary	
  Mobile	
  
Devices	
  

• More	
  powerful	
  than	
  early	
  PCs	
  
• Always	
  on	
  Internet	
  connec,vity	
  
• Text	
  Messaging	
  

• Email	
  

• Personal	
  Informa,on	
  Manager	
  

• GPS	
  
• Camera	
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A	
  World	
  of	
  Informa,on	
  

• Contacts	
  
• Email	
  and	
  Voicemail	
  Communica,ons	
  

• Social	
  Affilia,ons	
  

• Where	
  you	
  are	
  and	
  have	
  recently	
  been	
  

• Times	
  and	
  Places	
  you	
  will	
  be	
  in	
  the	
  
future	
  
• Where	
  you	
  live	
  and	
  work	
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A[ack	
  Vectors	
  

• Physical	
  Access	
  
• Bluetooth	
  
• Wifi	
  

• SMS	
  /	
  MMS	
  

• Voicemail	
  

• Applica,ons	
  (Browser,	
  Email,	
  PDF	
  etc.)	
  
The	
  Gold	
  Standard	
  

in	
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Security	
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Physical	
  Access	
  

• Copy	
  en,re	
  device	
  for	
  analysis	
  
• Install	
  Monitoring	
  So`ware	
  

• Monitor	
  ALL	
  communica,ons	
  

• Track	
  loca,on	
  at	
  all	
  ,mes	
  

• Ac,vate	
  microphone	
  

• Ini,ate	
  Calls	
  or	
  SMS	
  messages	
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.. Software future • 

.. Mobile Spy U"", 

.. Comp,ll~bility 

.. On li ne Demo 

.. How it Work, 

.. Purcha,e Now 

.. He lp Center 

.. Software fAG 

.. U '~r Gu ide 

.. Affi liate Info 

.. le9a l Info 

.. About U. 

FEATURES MOBILE SPY 

Are your ch ildren or employee, abu' in9 tl1e priv ile~u of tu~n9 and ca lli n9 ? Are 
you worried tl1ey are u. in9 tl1e phone for una llowed or inappropriate activ i~u? 

Mobile Spy will revu l tl1e trutl1for any comp,llny or fam ily. You will fina lly lurn 
tl1e trutl1 about tl1e ir ca ll , mobile web, tut me.",,~e activ i~u, photo, video, and 
GPS loca~on' by 1099 in9 into your Mobile Spy account from any web bro .... er. 

Witl1 the optiona l UVE Contro l Pane l, you can view tl1e phone' , !>Creen and Ioca~on LIVE , a, we ll 
a5 remote ly contro l tl1e phone and retrieve up·to · tl1e · minute i nforma~on about tl1e phonel Th i. 
op~on a l"" 9 ive. you tl1e ability to have your 109' de livered to your ema il addru, automa~ca lly . 

Progrom Descriplion 

Mobile Spy i. a hybrid .oftwaref""rvice wh ich a llow, you to mon itor your 
.martphone in ru l ~me. Th i. un ique I y.tem record. tl1e activ i~u of 
anyone who u"'" your iPhone , Blac kBerry , Andro id , Windo .... Mobile or 
Symbian OS . martphone . 

You in.ta ll a .ma ll applica~on d irectl f o nto t h. p ho n. \'<> " o w n a nd w ant 
to mo n ito r. !t .tarts at every boot of tl1e phone, rema in •• tu ltl1 and doe. 
not show up in tl1e runn in9 procu, li.t. 

Alter tl1e ""ftware i. ""tup on tl1e mo n ito.-..! pho n., it will record an array 
of phone activ i~e, and tl1en . ilen~y upload tl1e data to your private Mobile 
Spy account us in9 tl1e I nternet. When you want to view ruu lls, s imply 109 in 

from any web bro.....,r and enter your u""rname and p,II"""rd. 

os~ Interlace (B lac kBerry Ve~ion .hown) 
Thi, pro9ram i. loaded d irectl f o nto th. pho n. \'<> " w ant to m onitor. !t .tay. 



LOCOIte ... 
PW\~ device "" map 

Scream ... Lock ... 
Souod 3~rm "" device Prevor>t ..., of device 

06:49 PM PadncTime ~,:,c.,",,,) 
Saturday. January 22. 2011 

Acru raqc g meters 

Wipe ... 
Oolote <11114 "" device 



SpectorSoff Computer & Internet Monitoring Software 

HOME PRODUCTS PURCHASE ABOUT US PRESS PARTNERS SUPPORT WEBINARS CALL: 1-888-598-2788 ·OR· 1-772-770·5670 

eBLASTER"1 mobile 

Now available on Android" and BlackBerry- Smartphones 

Monitor activity on Android or BlackBerry devices 
from work, home, business trips, or vacations ... even if you are thousands of miles away! 



Bluetooth	
  

• iPhone	
  remote	
  code	
  execu,on	
  2007	
  

• Default	
  security	
  code	
  0000	
  
• Headset	
  Eavesdropping	
  	
  
• Audio	
  Injec,on	
  
• A[ack	
  range	
  and	
  be	
  greatly	
  extended	
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WiFi	
  

• Man	
  in	
  the	
  middle	
  a[ack	
  
• Username	
  and	
  password	
  

• Fake	
  Login	
  Screens	
  
• Session	
  Data	
  
• Traffic	
  Analysis	
  

• Traffic	
  Redirec,on	
  

• Poten,al	
  Remote	
  Exploit	
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Victim Web Server 

Attacker 
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Jasager and BackTrack 
FIIIwuoor; n.. 2010 

t J 
! • I 

Th o buut ifu l pan of using Jasag. r a. appos.d to alrb,o'"-ng for KARMA, I. that by runn ing k.lrma a. It' own 

, . p. w . modulo, ...... can • • • p tho clun .. out of Ba(kTr.(~ , So all tho dhcp and IYrma nuff I. tak. n car. by 

laug .. runn ing on fon, wh it. BT (,In fr •• tv t.. "sod for " I'trlp. ham". ,. mldd l .. and ""'Ia'p lolt. Th o , . IUp 
run. ,"",ath and works grut. So h. r. I. how Y<lU ,.1 It up: 

Once Y<lU got Jasag .. runn ing on fan, . d it tho , ot(/(onflgldhc:p and l.t(l(onflgln'lwor~ fl l. , lik. this 
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Karmetasploit	
  

• Sets	
  up	
  fake	
  AP	
  
• Assigns	
  DHCP	
  Address	
  
• Mimics	
  authen,cated	
  services	
  like	
  
POP3	
  
• Collects	
  creden,als	
  
• Iden,fies	
  applica,ons	
  and	
  launches	
  
exploits	
  The	
  Gold	
  Standard	
  

in	
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Security	
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SMS	
  /	
  MMS	
  

• Direct	
  exploit	
  so	
  far	
  rare	
  
• Source	
  address	
  easily	
  spoofed	
  
• Tiny	
  URLs	
  easily	
  hide	
  true	
  des,na,on	
  
• URL	
  redirects	
  exploit	
  server	
  
• Social	
  Engineering	
  Possibili,es	
  

The	
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  Standard	
  
in	
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Security	
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Everything You 
Ever Wanted To 
Know About SMS 
Spoofing 

What is SMS Spoofing? 
!il1S Spoofing allows \'<>U to dlan9" the name or number text m~ appear to 
come from . 

The Story Behind SMSspoofing.com 
Init .. ;,":~.:.~.~.:servOc.e thM laundled In Au9Ust 2005 allowing 

. How"",."., the seNOce only lasted a few <111\"5 due 
world. Pressure was put on U5 by our bulk tlll!1 

because mobile ",,~rs around the world we.., com~lnlng 
responsible for thousands d spoofed The plug was 

pulled and we we ... forced to stop oI'I'ering our ':;;~ . In a matt.". d 
daV' over 250,000 people had ~isited th" site a 
th" world, mostly In Europe (spec:itlcally the cz..rn Republk, wh ..... we we ... 
prominently feMu""" by the med"'l, had signed up for our servOce. 

ThO; website hM pretty much been abandoned until we decided to tum tn .. site 
Into an InformMk>n site In June 2008 1 Now we'", bod< and...ady to sh" ... som" d 
our knowledge on SMS spoofing around the world. 

About SMS Spoofing and How it's Done 

.....0 "'" . 0", "' .. 

Send Text Messages 
From I>rrf Phone Nlmber. 
... _ F .... IwI .. Text-,r~~! 

BUY CREDITS NOW! 

Mol'll! Resources 

• CIIIIe, 10 Spoofing 
• OkXatell 
• Wiklped" 
• Fake MV Text 



Voicemail	
  

• O`en	
  stored	
  on	
  phone	
  
• Accessible	
  from	
  secondary	
  number	
  

• Protected	
  by	
  a	
  PIN	
  number	
  	
  

• Date	
  (01-­‐12	
  :	
  19-­‐20:	
  00-­‐99)	
  
• Sequen,al	
  0000,	
  1234,	
  4321	
  

• Weeks	
  of	
  messages	
  o`en	
  stored	
  
The	
  Gold	
  Standard	
  

in	
  Network	
  
Security	
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Mobile	
  Applica,ons	
  

• Cache	
  Data	
  
• Log	
  Data	
  
• Databases	
  
• Username	
  and	
  Password	
  

• Cookies	
  
• Session	
  Data	
  

The	
  Gold	
  Standard	
  
in	
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Security	
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COMPANY 

-

Industries Products 

APPWATCHDOG 
APPWATCHOOG: IMPROVING MOBILE APP SECURITY 
FOR CONSUMERS 

Services 

Ualngforenalcato Improve dete HCUrity end protect u ..... R •• d ourfindinga 
from objective enelyalaofnriou. publicly ... ilable mobil. eppa. 

Resources Company 

MOBILE 
SECURITY 
RISK 
REPORT 



viaForensics	
  

• TD	
  Ameritrade	
  -­‐	
  plain	
  text	
  User	
  IDs	
  

• Wells	
  Fargo	
  Android	
  -­‐	
  name,	
  AN	
  &	
  PW	
  

• Bank	
  of	
  America	
  -­‐	
  clear	
  text	
  security	
  
ques,on	
  
• Chase	
  –	
  User	
  ID	
  cached	
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  Standard	
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New type of financial malware hijacks 
online banking sessions 

Posted on 22 .02.2011 

C 8 001(M'M( .'! ?'l I1 _ 

A new type of financial malware has the ability to hijack 
customers' online banking sessions in rea l time using their 
session 10 tokens. 

OddJob, which is the name Trusteer gave to this Trojan, keeps 
sessions open after customers think they have "logged off', 
enabling criminals to extract money and commit fraud unnoticed. 



Mobile	
  Malware	
  

• Current	
  Trends	
  
• Apple	
  IOS	
  vs	
  Andriod	
  
• How	
  they	
  get	
  on	
  your	
  device	
  
• What	
  they	
  can	
  do	
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Source:	
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Total Mobile Malware by Platform 

• Symbian 

• Android 

• Symbian 3rd Ed 

• Java ME 

• Other. 

Android MlIlwllrt by Qullrttr 
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Source:	
  Lookout	
  

Jan 2011 June 2011 

DIAGRAM 2 

Application-based Threats Breakdown 
-,2( --" 



Source:	
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IOS	
  vs	
  Andriod	
  

• IOS	
  app	
  run	
  in	
  a	
  predefined	
  restricted	
  
environment	
  

• Android	
  uses	
  gated	
  permissions	
  

• IOS	
  has	
  one	
  Applica,on	
  Source	
  
• Android	
  has	
  mul,ple	
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Source:	
  Lookout	
  

Gaming Apps 

Bubbl@Bu," "p.d" .d 
w,th DrOldDo -, I.Jg~t 

Sp""'rm~n, r"P><*a9"d 
w,th DrOldO, om 

Utility Apps 

B.""", S.""r 'W. ~p"ck.~d 
w,th GGTracker 

Porn Apps 

DIAGRAM 5 

Porn .pp, _pM" @d 
w,th GGTracker 

cr " op.a-d 
w,th Dro,dO' ... 

",k Cal ."'or 'W. ~pack.9"d 
",'h DroldDre.mLlgh' 



Source:	
  Lookout	
  

Malicious Ad 

• 

'l'I~l.dous Website Imitating 
tflU Android Market _._ .... 



Current	
  Capabili,es	
  

• Send	
  SMS	
  usually	
  to	
  premium	
  service	
  
• Copy	
  SMS	
  messages	
  off	
  device	
  

• Place	
  calls	
  from	
  device	
  

• Copy	
  contact	
  list	
  
• Install	
  and	
  Remove	
  Applica,ons	
  

• Open	
  web	
  pages	
  
• Change	
  C&C	
  server	
  loca,on	
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  Standard	
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Security	
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So	
  What	
  Can	
  I	
  Do?	
  

The	
  Gold	
  Standard	
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Security	
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So	
  What	
  Can	
  I	
  Do?	
  

Not	
  Much!	
  

We’re	
  All	
  Doomed	
  

Good	
  Luck!	
  
The	
  Gold	
  Standard	
  

in	
  Network	
  
Security	
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So	
  What	
  Can	
  I	
  Do?	
  

• Keep	
  user	
  owned	
  equipment	
  off	
  your	
  
network	
  

• Alterna,vely	
  provide	
  separate	
  WiFi	
  

• Create	
  an	
  approved	
  applica,on	
  policy	
  
• Make	
  users	
  aware	
  of	
  the	
  threats	
  

• Password	
  protect	
  devices	
  by	
  policy	
  
• U,lize	
  remote	
  lock	
  and	
  erase	
  so`ware	
  

• Use	
  Security	
  So`ware	
  
The	
  Gold	
  Standard	
  

in	
  Network	
  
Security	
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Protec,ve	
  Measures	
  

• Change	
  Bluetooth	
  security	
  codes	
  
• Power	
  off	
  Bluetooth	
  when	
  not	
  needed	
  
• Bluetooth	
  no,fy	
  on	
  connect	
  
• Ini,ate	
  Upgrades	
  
• Centrally	
  Manage	
  Devices	
  

• Ability	
  to	
  detect	
  jailbroken	
  devices	
  
• Ability	
  to	
  remove	
  user	
  apps	
  

• Ability	
  to	
  detect	
  tethering	
  
The	
  Gold	
  Standard	
  

in	
  Network	
  
Security	
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When	
  Traveling	
  

• Sync/Backup	
  your	
  device	
  
• Turn	
  WiFi	
  off	
  

• Configure	
  device	
  to	
  ask	
  before	
  joining	
  a	
  
WiFi	
  network	
  
• Sign	
  out	
  of	
  apps	
  	
  
• Rotate	
  passwords	
  a`er	
  your	
  trip	
  
• Don’t	
  download	
  apps	
  from	
  public	
  WiFi	
  

The	
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  Standard	
  
in	
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Security	
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Further	
  Reading	
  

• NIST	
  SP800-­‐124	
  
• Is	
  My	
  Cell	
  Phone	
  Bugged?	
  By	
  Kevin	
  D.	
  
Murray	
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