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Shameless Plug

*Co-Founder of Ra Security Systems, Inc.

Managed Security Services and Security
Assessments

*Buy my book: Gray Hat Hacking 3™ ed.
*See me in a movie: Code 2600
*“Google” me or grab a brochure



What We’ll Cover

*Risks associated with mobile devices
*Threat Trends and Projections

*\What you can do to Cover Your Assets
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Contemporary Mobile
Devices

More powerful than early PCs
*Always on Internet connectivity
*Text Messaging

*Email

*Personal Information Manager
*GPS

eCamera
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A World of Information

*Contacts

*Email and Voicemail Communications
*Social Affiliations

*Where you are and have recently been

*Times and Places you will be in the
future

*Where you live and work



Attack Vectors

*Physical Access
*Bluetooth

*Wifi

*SMS / MMS
*\VVoicemail

*Applications (Browser, Email, PDF etc.)
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Physical Access

*Copy entire device for analysis
*|nstall Monitoring Software
*Monitor ALL communications
*Track location at all times
eActivate microphone
|nitiate Calls or SMS messages

The Gold Standard
in Network
Security

RaSecurity.com












Bluetooth

*iPhone remote code execution 2007
eDefault security code 0000

Headset Eavesdropping

eAudio Injection

eAttack range and be greatly extended
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WiFi

*Man in the middle attack
eUsername and password
°Fake Login Screens
*Session Data
*Traffic Analysis
*Traffic Redirection
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Karmetasploit

*Sets up fake AP
*Assigns DHCP Address

*Mimics authenticated services like
POP3

*Collects credentials

*|dentifies applications and launches
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SMS / MMS

*Direct exploit so far rare

*Source address easily spoofed

*Tiny URLs easily hide true destination
*URL redirects exploit server

*Social Engineering Possibilities
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Voicemail

*Often stored on phone
*Accessible from secondary number
*Protected by a PIN number
eDate (01-12 : 19-20: 00-99)
*Sequential 0000, 1234, 4321
*\Weeks of messages often stored



Mobile Applications

eCache Data

*Log Data

eDatabases

*Username and Password
*Cookies

*Session Data
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viaForensics

*TD Ameritrade - plain text User IDs
*Wells Fargo Android - name, AN & PW

*Bank of America - clear text security
guestion

eChase — User ID cached
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Mobile Malware

eCurrent Trends

*Apple I0S vs Andriod

*How they get on your device
*\What they can do
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Q2 2011

Source: McAfee
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|OS vs Andriod

*|OS app run in a predefined restricted
environment

Android uses gated permissions
*|OS has one Application Source
Android has multiple
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Current Capabilities

*Send SMS usually to premium service
*Copy SMS messages off device

*Place calls from device

*Copy contact list

°|nstall and Remove Applications
*Open web pages

*Change C&C server location



So What Can | Do?
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So What Can | Do?

Not Much!

We’'re All Doomed

Good Luck!
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So What Can | Do?

*Keep user owned equipment off your
network

eAlternatively provide separate WiFi
*Create an approved application policy
*Make users aware of the threats
ePassword protect devices by policy
eUtilize remote lock and erase software
*Use Security Software
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Protective Measures

*Change Bluetooth security codes

Power off Bluetooth when not needed

*Bluetooth notify on connect

|nitiate Upgrades

*Centrally Manage Devices

*ADi
*ADi
*ADi

ity to detect jailbroken devices
ity to remove user apps
ity to detect tethering



When Traveling

*Sync/Backup your device
*Turn WiFi off

*Configure device to ask before joining a
WiFi network

*Sign out of apps
*Rotate passwords after your trip

The Gold Standard , . ..
in Network *Don’t download apps from public WiFi

Security

RaSecurity.com



Further Reading

*NIST SP800-124

/s My Cell Phone Bugged? By Kevin D.
Murray
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Fin

Gideon J. Lenkey, CISSP

glenkey@rasecurity.com

(908) 246-0634
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