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About	
  Me	
  

• Volunteer	
  Fireman	
  AND	
  Amateur	
  TaJoo	
  
ArKst	
  

• Who	
  nearly	
  stood	
  up	
  to	
  the	
  vicious	
  
Chicken	
  of	
  Bristol	
  
• Who	
  had	
  personally	
  wet	
  himself	
  at	
  the	
  
BaJle	
  of	
  Badon	
  Hill	
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Seriously	
  Though	
  

• Sporadic	
  Author	
  
• See	
  me	
  in	
  a	
  movie:	
  Code	
  2600	
  

• Hire	
  me	
  to	
  Hack	
  your	
  company	
  

• I	
  can	
  provide	
  Managed	
  Security	
  Services	
  
to	
  your	
  company	
  	
  

The	
  Gold	
  Standard	
  
in	
  Network	
  
Security	
  

RaSecurity.com	
  



What	
  We’ll	
  Cover	
  

• EncrypKon	
  Primer	
  

• How	
  SSL	
  Works	
  

• Why	
  the	
  bad	
  guys	
  are	
  winning	
  

• How	
  we	
  can	
  take	
  the	
  advantage	
  back	
  

The	
  Gold	
  Standard	
  
in	
  Network	
  
Security	
  

RaSecurity.com	
  



Simple	
  EncrypKon	
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Symmetrical	
  



Public	
  Key	
  EncrypKon	
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Public	
  Key	
  EncrypKon	
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Advantages	
  /	
  Disadvantages	
  

• Zero	
  Trust	
  (no	
  shared	
  secrets)	
  
• InformaKon	
  Integrity	
  

• Non-­‐repudiaKon	
  
• Slower	
  than	
  Symmetrical	
  

• More	
  Complex	
  in	
  general	
  

• Doesn’t	
  handle	
  first	
  Kme	
  one	
  to	
  many	
  
relaKonships	
  well	
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CerKficate	
  Authority	
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HTTPS	
  /	
  SSL	
  Flow	
  

The	
  Gold	
  Standard	
  
in	
  Network	
  
Security	
  

RaSecurity.com	
  



HTTPS	
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  Flow	
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CA	
  Market	
  Share	
  2013	
  



Sounds	
  Good	
  So	
  Far:	
  But	
  

• Most	
  internal	
  network	
  traffic	
  is	
  now	
  SSL	
  

• Almost	
  all	
  will	
  be	
  in	
  the	
  near	
  future	
  

• TradiKonal	
  network	
  based	
  security	
  
controls	
  can’t	
  see	
  inside	
  SSL	
  
• The	
  bad	
  guys	
  are	
  using	
  SSL	
  to	
  hide	
  
communicaKon	
  and	
  exfiltraKon	
  The	
  Gold	
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How	
  do	
  we	
  take	
  the	
  iniKaKve?	
  	
  
How	
  do	
  we	
  take	
  the	
  fight	
  back	
  

to	
  the	
  enemy?	
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We	
  Proxy	
  SSL	
  

The	
  Gold	
  Standard	
  
in	
  Network	
  
Security	
  

RaSecurity.com	
  



SSL	
  Proxy	
  to	
  a	
  server	
  is	
  fairly	
  Easy	
  





With	
  This	
  we	
  Can	
  

• Monitor	
  all	
  the	
  clear	
  text	
  in	
  the	
  SSL	
  
tunnel	
  
• Control	
  which	
  cerKficates	
  are	
  excepted	
  
by	
  policy	
  
• Detect	
  protocols	
  tunneled	
  within	
  other	
  
protocols	
  
• Terminate	
  suspicious	
  connecKons	
  

The	
  Gold	
  Standard	
  
in	
  Network	
  
Security	
  

RaSecurity.com	
  





Advantages	
  

• Restores	
  ability	
  to	
  detect	
  IOCs	
  
• Control	
  subversion	
  can	
  be	
  detected	
  
• Reduces	
  reliance	
  on	
  protecKve	
  controls	
  
• Enhances	
  deep	
  packet	
  protecKve	
  
controls	
  such	
  as	
  applicaKon	
  proxies	
  
• Enhances	
  efficiency	
  of	
  all	
  network	
  
based	
  control	
  
• RelaKvely	
  low	
  cost,	
  $5-­‐7K	
  for	
  most	
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In	
  Conclusion	
  

• This	
  is	
  a	
  rare	
  opportunity	
  to	
  get	
  ahead	
  
• This	
  will	
  hopefully	
  be	
  the	
  status	
  quo	
  
• Please	
  consider	
  protecKng	
  your	
  
network	
  this	
  way	
  (we	
  have	
  a	
  lot	
  to	
  lose)	
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Thanks	
  For	
  Your	
  Time!	
  

Gideon	
  J.	
  Lenkey,	
  CISSP	
  

glenkey@rasecurity.com	
  

(908)	
  246-­‐0634	
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